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Abstract—The Uniform Domain Name Dispute Resolution
Policy (UDRP) seeks to balance two competing goals: em-
powering trademark holders to swiftly address cybersquatting
cases targeting their brands and protecting domain registrants
from aggressive legal tactics by overreaching trademark holders.
Since its inception, the UDRP has become the de facto dispute
resolution mechanism for over two thousand domain extensions,
a substantial increase from the original three. However, despite
its successes, critics argue that the policy enables practices that
undermine trust and fairness. Unfortunately, meaningful reform
efforts have stalled due to the absence of large-scale structured
data, limiting empirical evaluations and leaving foundational
questions unanswered for more than two decades.

To address this long-standing gap, we trained models to extract
structured data from 90,153 UDRP dispute proceedings, enabling
the most comprehensive empirical analysis of the policy to date.
Our findings shed light on several issues, showing evidence of
forum shopping in almost one-third of all the disputes, potential
conflicts of interest in 43 cases, and delays (by many parties)
that fall well outside the expected response times—all of which
impact the perceived fairness and efficiency of UDRP. Beyond
eroding trust, those issues create serious security challenges:
2,751 malicious domains remained under malicious actors’ con-
trol for up to four months after a panel ordered their transfer.
Overall, our findings underscore the need for policy reform to
help restore trust and improve transparency in the Internet’s de
facto standard for countering trademark infringement. Based on
our discoveries, we recommend introducing greater automation,
strengthening oversight, and enforcing clearer compliance rules
to ensure that the UDRP remains a reliable tool for trademark-
based name disputes—especially as the Internet continues to
expand with new generic top-level domains and the digital
environment becomes increasingly hostile to users.

I. INTRODUCTION

Domain names are the primary way to identify and inter-
act with online services, making them essential to Internet
operation. This attracts malicious actors who take advantage
of the inexpensive and unvetted registration processes to
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buy domain names that support various malicious campaigns
targeting individual users and reputable businesses alike. To
combat those threats, the security community often relies
on technical solutions such as automated detection, threat
intelligence feeds, and domain reputation systems, which,
despite their usefulness [1], are neither comprehensive nor
bulletproof [2]. Those tools are particularly ineffective against
highly deceptive forms of abuse, like spear phishing and
counterfeiting, where human judgment is often required to
establish wrongdoing.

To address those complex types of domain name abuse,
companies often rely on the Uniform Domain Name Dispute
Resolution Policy (UDRP), which offers a faster, less expen-
sive, and more accessible process than traditional litigation
and coordinated takedown efforts by law enforcement [3].
Over the past 25 years, trademark holders successfully uti-
lized the UDRP’s streamlined dispute process to contest the
registration of over 165,681 domains, of which only 12,253
were considered malicious by at least one VirusTotal engine
before a dispute was filed about them. At the same time,
domain registrants successfully defended their rights to 9,991
contested domain names and preserved their ownership rights.
Because of this zero-sum nature of the disputes, preserving
trust in the policy is essential to its proper functioning.

Meanwhile, various stakeholders have repeatedly raised
concerns about factors that undermine trust in the policy. These
issues generally fall under three key areas: fairness, effective-
ness, and efficiency [4], [5]. Concerns over fairness focus on
complainants’ presumed tendency to choose the provider most
likely to rule in their favor (i.e., forum shopping) and claims
of panelist bias toward trademark holders. Studies suggest that
some providers gain market share by ruling more often in favor
of complainants, raising doubts about impartiality [6]. In terms
of effectiveness, inconsistent interpretations of UDRP criteria
have led to umpredictable outcomes, making it harder for
trademark holders to trust the process as identical fact patterns
often lead to conflicting rulings [7]. Efficiency concerns center
on delays: although ICANN suggests that most cases are
resolved within 55 days [8], recent research shows that nearly
half exceed this timeframe [9], allowing abuse to persist



longer than expected. These issues have been repeatedly raised
in public comments, legal scholarship, and policy reviews
[8], [10]-[14], yet ICANN (and by extension, its supporting
organizations) has not enacted meaningful reforms. With the
upcoming release of new generic top-level domains in 2026,
the need for data-driven policy analyses is clear.

One reason why the Internet’s governing body for the
domain name system may not have addressed longstanding
concerns about the UDRP is the lack of consensus among its
stakeholders. Opinions often diverge on both the seriousness of
the issues and the appropriateness of proposed solutions. Much
of this disagreement stems from reliance on anecdotal rather
than empirical evidence, partly because the technology (e.g.,
transformer architectures) needed to reliably extract data from
free-form text in UDRP proceedings has only recently become
available. Even when data-driven studies have been conducted
on limited data, they have produced conflicting results. For
example, while some researchers argued that forum shopping
was widespread [6], [12], others contended this was not so
[15]. Disagreements over UDRP persist to this day, raising
doubts on whether ICANN can meaningfully revise the policy
to satisfy all stakeholders without an “evidence-based recom-
mendation [16]” strategy. Our work aims to support that effort.
Specifically, drawing on data from 90,153 disputes decided
between December 1999 and August 2024, we empirically
assess how the behavior of various stakeholders may have
affected the trustworthiness of the UDRP and propose steps for
remediation. In doing so, we make the following contributions:

1) A data curation methodology based on Natural Language
Processing (NLP) techniques for accurately extracting
pertinent entity information from PDF or HTML files of
domain name dispute proceedings in English.

2) A conservative technique for identifying how quickly
successfully contested domain names are transferred to
complainants, finding that, on average, registrars imple-
mented decisions within 28 business days post-decision.
However, we also found that slow transfers allowed
malicious activity to continue on 2,791 domains for up
to four months, perpetuating real security threats.

3) An in-depth assessment of the prevalence of forum shop-
ping, showing that up to a third of disputes might have
been affected, which could make the policy appear biased
towards trademark holders, since they are afforded the
freedom of selecting which provider handles a dispute.

4) Extensive measurements of the efficiency of the various
stages of domain name disputes, finding that while most
parties executed their responsibilities within the expected
timeframe, some often took much longer than expected.
Those delays incurred by providers, panelists, or domain
name registrars lead to unexpectedly long disputes, un-
dermining trust and potentially extending abuse.

5) A systematic analysis of potential panelists’ conflicts of
interest. While events leading to a perception of bias are
rare, there is a need to establish policies that clearly define
what constitutes a conflict of interest.

Overall, our longitudinal analysis suggests that although the

policy has been broadly successful in meeting some of its
goals, providers, panelists, complainants, and registrars have
all exhibited behaviors that could cast doubts about the percep-
tion of the policy as a fast and fair mechanism to settle domain
name abuse. We hope our discoveries and recommendations
are viewed as useful contributions to the policy debate and
spur discussions for a more focused examination of solutions
that promote a better balance of trust and accountability.

II. BACKGROUND

The UDRP is a widely used process for resolving domain
name disputes globally. Over the years, companies have relied
on the policy to address egregious instances of trademark
infringement targeted at their brands. For instance, a large
cybersecurity firm used it to stop a malicious campaign that
utilized a domain name incorporating their trademarks to send
personalized emails to unsuspecting users, purporting to be
an officer at the company offering job opportunities [17]. In
another instance, a third party used a domain name copying
the trademark of a famous fashion outlet to sell counterfeit
products [18]. A further example relates to an individual who
registered a domain name and harassed the brand owner to
buy it back at the exorbitant cost of $5.5 million [19]. In each
of those cases, the policy helped trademark holders disrupt
ongoing abuse of their brands.

Besides stopping bad-faith domain name uses, the policy
also serves as a shield against the bullying practices of some
trademark holders. For example, a domain name owner who
acquired a domain name for over $1 million won a dispute
brought against them by a company that had made multiple
unsuccessful attempts to buy the domain [20]. There have also
been hundreds of cases where the respondents’ registrations
predated the complainants’ trademark rights, yet the latter
filed a UDRP complaint after failing to acquire the domain
in question (e.g., cassy[.]Jcom in 2025 and lawcloud[.Jcom
in 2023). Fortunately, the panels for those disputes decided
that the domain should remain with the respondent. In an
ideal scenario, the UDRP would achieve both objectives: to
disrupt trademark infringement and protect legitimate third-
party owners securing names for their products and services.

To guarantee its continued performance, the policy relies
on interactions between various actors, as shown in Fig. 1.
The process begins with a trademark holder (the complainant)
gathering evidence to make a case as to why one or more third-
party domain names (i) are identical or confusingly similar
to their trademark(s), and (ii) were registered with no rights
or legitimate interests, and (iii) were registered and being
used in bad faith. Once all the requisite details are obtained,
the complainant chooses one of the ICANN-approved dispute
resolution service providers with whom to file their complaint.
At present, only five providers can settle disputes.

1) The World Intellectual Property Organization (WIPO), an

international organization headquartered in Switzerland;

2) The National Arbitration FORUM (FORUM), headquar-

tered in the United States;
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Fig. 1. Stages of a domain name dispute under the Uniform Domain Name
Dispute Resolution Policy annotated with behaviors (B;) that can undermine
trustworthiness.

3) The Asian Domain Name Dispute Resolution Centre
(ADNDRC), headquartered in mainland China with of-
fices in Malaysia, Korea, and Hong Kong;

4) The Czech Arbitration Court Arbitration Center for In-
ternet Disputes (CAC), based in the Czech Republic;

5) The Canadian International Internet Dispute Resolution
Centre (CIIDRC), headquartered in Canada.

Upon receiving the complaint and confirming its compliance
with the rules, the provider directs a request to the registrar
of the contentious domain name to put the domain name on
lock, and confirm the identity of the registrant within two
business days. The lock ensures that the domain’s ownership
information does not change during the proceedings, and the
confirmation of details guarantees that the registrant (i.e., the
respondent) receives all subsequent communications about the
case. After receiving the registrar’s confirmation, the provider
notifies the respondent, who is given 20 days to respond to
the complainant’s contentions. At the end of that period or
after the respondent replies, the provider appoints a panel of
one or three panelists. According to the rules, the complainant
initially chooses the panel size. When the complainant opts for
a one-member panel, the respondent can increase the panel’s
size from one to three. After appointing the panel, the provider
forwards the case’s files to the panelists, who have 14 days
to decide. Once a decision is reached and shared with the
provider, the registrar is asked to implement the decision (i.e.,
cancel or transfer the domain to the complainant in successful
cases or simply remove the lock otherwise).

Although the overall process is more nuanced, this descrip-
tion effectively describes the interplay between the various
actors whose behaviors can undermine the trustworthiness of
the entire process. We refer interested readers to the policy
document [21], the official rules [22], and the supplemental
rules of WIPO [23], FORUM [24], ADNDRC [25], CAC [26],
and CIIDRC [27] for more details.

III. RELATED WORK

Given its prominence, UDRP has been the subject of study
for many years, especially in legal scholarship. For instance, a
recent study of the operational differences between providers
called the policy an overly successful measure against cyber-
squatting [9]. Historically, this view has also been shared by
the security community, endorsing the policy’s potential to
curb domain name squatting [28]-[30]. Some view it as an
effective way to protect a company’s online brands, albeit more
costly than proactive defensive registrations [31]-[33]. Others
suggest that its fast resolution mechanism can help rein in
squatting in TLDs that adopt it [28], [34], [35].

Surprisingly, only a small segment of the voluminous related
literature has been dedicated to data-driven analysis of how the
actions of the parties involved could erode trust in the overall
process. That is despite the fact that, much like with certificate
revocation procedures, where trusted parties’ carelessness can
lead to prolonged security threats that undermine trust in the
revocation process [36], [37], the proper observance of the
policy’s rules by all involved parties is tantamount to main-
taining trust in the policy. Instead, the vast majority of work
has theorized on the potential for misaligned incentives [14].
For instance, immediately after its adoption, Geist [12] and
Mueller [38] argued that the policy’s rules promoted forum
shopping, defined as a complainant’s deliberate choice of a
provider to increase their chances of winning a dispute [12].
Despite Donahey et al.’s rebuttal of the allegations of forum
shopping [15], follow-up studies of the disputes found that
complainants were filing more disputes with providers that
decided in favor of complainants more often, a situation that
could undermine the perception of fairness [6], [39], [40].

One reason for the dearth of empirical studies may be
that the technology (e.g., transformer architectures) needed to
reliably extract pertinent data from the dispute proceedings has
not been readily available until recently. In the limited empir-
ical studies that exist, prior work examined the correlation
between providers’ market share and complainants’ win rates
to find occurrences of forum shopping. While that approach
led to positive results in the early 2000s when win rates varied
widely between providers [38], its most recent applications
led to inconclusive results [9], [41], [42]. As we show later,
by undertaking a more granular assessment focused on the
legal counsels representing complainants, we find that forum
shopping of this type—where counsels constantly alternate
between providers based on factors that are highly correlated
with historical win rates—is indeed common. Our analysis
provides the first-ever numerical assessment of the prevalence
of forum shopping in disputes, and our findings suggest a need
for policy changes to minimize the perceived appearance of
conflicts and improve transparency.

Lastly, some studies have measured the average time it takes
to receive a decision after filing a UDRP dispute [8], [9].
By contrast, we zoom in on the delays induced by registrars,
providers, and panelists. By analyzing the discrepancy between
the allotted and the elapsed time at various stages of the



dispute process, we showed that ICANN should exercise
better oversight and provide more incentives to make dispute
timelines more predictable.

Taken as a whole, our work stands apart in that we not only
empirically assess the issue of forum shopping and concerns
about bias of some panelists towards trademark holders [12],
[41], but also inquire into registrars’ compliance and other
issues that can undermine the policy’s trustworthiness.

IV. DATA SET

A. Data Collection

ICANN requires that all providers maintain a list of cases
filed with them on their website. The listings include the case
number, the parties involved, the domain names in dispute, the
publication date, and the outcome. Additional details about a
case, such as the complaint’s submission date and the panelists
involved, are contained within a document shared as a PDF or
HTML file. Providers are only required to share proceedings
for cases decided by panelists; hence, no proceedings are
available for cases pending a decision, withdrawn, or settled.
The significant fraction of cases without proceedings reported
for WIPO and FORUM in Table I (19.70% and 10.11%,
respectively) results from the fact that those providers recorded
the most withdrawn or settled disputes.

TABLE I
NUMBER OF DISPUTES BY PROVIDER (DEC 1, 1999 - AuG 18, 2024)

Provider Disputes  Proceedings (%) English Proceedings (%)
WIPO 70,112 57,003 (81.30%) 50,192 (71.59 %)
FORUM 38,314 34,442 (89.89%) 34,306 (89.54%)
CAC 4,497 4,491 (99.87%) 4,477 (99.56%)
ADNDRC 3,231 3,231 (100.00%) 1,013 (31.35%)
CIIDRC 187 184 (98.40%) 162 (86.63%)
All 116,341 99,357 (85.40%) 90,153 (77.49 %)

We downloaded the proceedings and extracted their textual
content using the pypdf [43] Python library for the PDF
files and a headless Firefox Selenium driver for the HTML
files [44]. We failed to extract the text content for a few cases
due to broken links (83) or PDFs with scanned content (75).
For the 99,149 proceedings we extracted the text from, we used
Facebook’s state-of-the-art Fasttext language model to identify
the text’s language [45]. While most of the proceedings were
in English (90.93%), many others, mainly from WIPO and
ADNDRC, were written in other languages, with Chinese
(2,518), Spanish (2,271), and French (1,716) being the most
frequent. Given our intention to analyze the decisions in depth,
we focused on the English cases since English was the only
language common to all the authors and the most represented
in the proceedings. In doing so, we omit 9.07% of cases, which
could affect the generalizability of our findings, especially
regarding ADNDRC. Overall, our filtering left us with 90,153
disputes related to 175,269 disputed domain names.

B. Data Curation

To extract details from the freeform texts, we trained a
named-entity recognition (NER) model using a RoBERTa
transformer [46] through the spaCy’s NER interface [47].
This approach was chosen because prior work showed that
training a NER model from scratch using this combination
leads to accurate and fast models [48]. The chosen pipeline
is also flexible and well-documented, facilitating the training,
testing, and usage of our custom NER model. Our training
data comprised between 10 and 100 randomly sampled cases
per provider, with the exact sample size computed using
a min-max scaling approach on the number of cases they
handled. Likewise, each provider had between 3 and 25 sample
decisions in our testing data set. We manually annotated the
training and testing samples using Doccano [49]. We used 229
annotated documents to train our model, which surpasses the
set size of 180 used elsewhere for training new pipelines [50].
Our testing data set contained 61 documents.

As summarized in Table II, the average F-scores ranged
from 76.65 to 95.08% for 12 of the 15 named entities we
trained the model to extract. The performances were less opti-
mal for the remaining 3 named entities because the information
they capture is not consistently reported in the proceedings.
Nonetheless, our model achieved an overall average F-score of
79.44% with adequate performances per provider, as reported
in Table V in the appendix. This allowed us to extract
pertinent details from the dispute proceedings to study past
decisions at a deeper level and on a larger scale than prior
work that used commercial data [9]. For instance, unlike the
commercial data, our curated data set contains the filing date
for FORUM’s 30K+ disputes, which our model extracts with
high accuracy. Furthermore, nine of the details our model can
extract accurately are not provided in the commercial data (i.e.,
€2 — €5,€8 — €9, €11, €13, €15)-

TABLE I
PERFORMANCE OF THE NER MODEL PER ENTITY TYPE

# Entity F-Score | # Entity F-Score
e;  Filing date 95.08% | eg Complainant’s counsel 80.00%
ez Registrar request date 89.86% | eio  Respondents 76.65%
ez Registrar response date 87.04% | e;1  Respondent’s address 73.33%
eq Commencement date 86.24% e12 Respondent default 80.41%
es  Panel appointment date 77.52% | e13  Registrar 82.91%
e¢  Publication date 9333% | e1a  Panelist 83.80%
e7  Complainant 80.23% | ey  Trademark 74.06%

eg  Complainant’s address 66.67%

Given the freeform nature of the text, it is not uncommon
to encounter different names referring to the same entity
(e.g., TIX and TJX Companies, Inc., Waitomo Adventures
Ltd and Waitomo Adventures Limited, Debrett Gordon Lyons
and Debrett G. Lyons). We addressed inconsistencies in the
data by combining text normalization (e.g., removing spaces,
punctuation, and corporate endings) with reference data (e.g.,
a historical list of accredited registrars). Furthermore, to arrive
at a consistent set of addresses, we used a popular API (from
Nominatim [51]) to retrieve the country from each extracted
address, and leveraged a large language model (GPT-40) to



address known failure cases when using the API [52]. That
overall process allowed us to extract a rich set of consistent
data from the proceedings. To our knowledge, this is the most
comprehensively curated URDP data set to date.

To promote further research, we publicly shared our curated
data set and accompanying code.

V. GENERAL STATISTICS: BY THE NUMBERS

To provide context for readers unfamiliar with the policy, we
first present high-level insights from the analyzed proceedings.

A. PFarties Involved

In our curated data set, there were 33,036 distinct com-
plainants for an average of 3.15 cases filed per complainant.
Most complainants (73.41%) only filed a single complaint, and
(99.42%) filed at most a hundred disputes, which amounted
to 76.35% of all the cases.

While only a handful of complainants (0.29%) filed more
than a hundred cases, their cases account for 23.22% of
the entire dispute data. The distributions are in line with
other studies covering the policy’s performance [9]. A deeper
assessment using historical data from the Fortune Magazine
revealed that 64 of the 95 companies with more than a
hundred cases were listed on one of the published Fortune
500, Global 500, or Fortune Europe 500 lists. In fact, the 10
most active complainants are all regular members of the Global
500 ranking. Those companies’ popularity might explain why
they are often targets of trademark infringement, leading them
to file more disputes than others.

Excluding respondents with redacted names, we identified
67,071 respondents, most of whom were involved in only a
single dispute. Of the remaining respondents, most had fewer
than ten disputes. We found 446 (0.68%) respondents involved
in at least 10 disputes, totaling 12,394 (13.75%) disputes.
As shown in Fig. 2, 62.56% (279) of these high-frequency
respondents lost every dispute brought against them (0% win
rate), while 73.77% (329) won less than 5%, and 96.41% (430)
won under half.

The 16 remaining respondents involved in more than 10 dis-
putes had win rates between 60% and 100%. After inspecting a
random sample of 10 cases filed against those well-performing
respondents, we found that three-member panels decided the
case in all but one dispute. Again, those observations are
consistent with prior work showing that respondents are more
likely to win a case when it is decided by three-member
panels and the respondent participates [9], [53]. A cursory
examination of the data suggests that respondents who are
legally represented in the proceedings do appear to have
better chances of winning, but unfortunately, the number of
documents with legally represented respondents in our training
data was too low to conduct that analysis. We leave that as an
exercise for future work.

B. Factors Correlated with Winning Outcomes

Using the 90,153 English cases our study focuses on, we
found that complainants win most cases. This aligns with

fTelepathy, Inc
100 @ Mame Administration, Inc
WIIH\(_
80 #Huo
®Vertical Axis Inc
— B0 #NameFind LLC
g
u
®
= ° @ RareNames
= L]
S w4 ,
=
(]
.
° . - ™ ..P-IE’L“.'IZIPY SOLUTIONS, INC
207
®oq ey, o .
L L]
.
Seg, LN
- e, o g -
®Nen) o ..‘.:.0..(. -
04 o eCarolina Rodrigues
T 1
10! 102 103

Fig. 2. No. of cases and winning rates for respondents involved in at least ten
disputes. Some respondents won many of the disputes brought against them.

ICANN’s recent analysis [8, p. 62] covering the 2013 - 2020
observation period in which they estimated a win rate of 93%.
For that same period, we estimate a similarly high win rate
of 91.87% overall. Those high win rates might not come as
a surprise since the policy was designed to address the most
flagrant types of cybersquatting, with other disputes left to
courts [54]. The win rate is especially high for cases arbitrated
by one panelist, with win rates for complainants above 95.00%
for most providers when the registrant defaults.

Consistent with Cogburn et al.’s results [9], we found that
when the registrant participates in the proceedings, the win
rate drops but remains above 70% for all providers. The
only exception is CIIDRC, with a win rate of 63.2% for
complainants, as shown in Fig. 3. Those results demonstrate
that with one panelist, complainants win most of their disputes
even when the registrant participates in the proceedings.

100% Response Status
[ Defaulted
K3 Participated

80% Decision Status

mm Transferred
Cancelled

s Respondent Wins

60% mmm Split Decision *

Terminated

Proportion of Decisions

WIPO FORUM CAC
Provider

ADNDRC CIIDRC

Fig. 3. Decision outcomes by provider and respondent participation for cases
decided by a one-member panel

ISplit decisions occur in cases involving multiple domain names where
some are transferred and some denied.



However, cases arbitrated by three panelists decrease the
complainant’s chances of winning the case. We found that
while the win rate remains above 70% for most providers
when the registrant defaults, it quickly drops below 50% when
the registrant participates in the proceedings, as shown in
Fig. 4. This drop in win rate makes sense and aligns with
arguments from legal scholars [12], [55] that state that cases
decided by three-member panels are distinctly different than
those decided by single-member panels because the former is
only appointed if one of the parties requests it. In fact, our data
analysis supports Christie’s conjecture [55] that parties select
a three-member panel when the outcome seems uncertain:
complainants do so when they anticipate a close decision, and
respondents do so when they see a viable defense.
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Fig. 4. Decision outcomes by provider and respondent participation for cases
decided by a three-members panel

C. The Disputed Domain Names

The disputes we analyzed involved 175,269 distinct domain
names registered in 463 TLDs. As we show in Fig. 5, most
of the disputed domain names were registered in the legacy
gTLDs (i.e., com, net, and org). That is not surprising, given
the popularity of those TLDs among all domain name regis-
trants. In fact, by conducting a Pearson correlation analysis, we
found that most TLDs appeared in the domain name disputes
just as frequently as people registered domain names in them
(r = 0.99,p < 0.01). There were a few outliers, mainly
among the new gTLDs from the 2012 round of applications,
that were disputed more or less frequently than expected.
Korczynski et al. made similar observations while comparing,
for each TLD, the number of domains registered under it that
appeared in phishing lists and the size of its zone file [56].

Using our NER model, we extracted the complainants’
trademarks from the proceedings and subsequently classified
150,206 (85.70%) disputed domain names based on the trans-
formation type they belonged to. Because trademarks often
contain special characters or spaces that cannot be used in
domain names, we converted the extracted trademarks into
effective second-level domains (e2LD) by applying ICANN’s
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Fig. 5. Disputed domain names and number of registered domain names per
top-level domain name. The rate of disputes related to a TLD has a strong
linear correlation to the size of its zone file.

identical match rule for the new gTLDs’ trademark clear-
inghouse (TMCH) [57]. The conversion consists of either
removing or replacing all DNS impermissible characters with
a dash and optionally replacing the characters “@” and “&”
with their textual representation (i.e., at and and in English,
respectively). Using those e2LDs, we combined Adjibi et al.’s
generation models [33] with substring matching to determine
the underlying transformations. As we show in Fig. 6, most
of the disputed domain names could have been generated
by combining complainants’ trademarks with other terms.
When registered and used maliciously, such domain names
are considered instances of combosquatting [58], a type of
abuse challenging to defend against proactively due to the
unbounded space of possibilities. That said, among the re-
maining transformations, the simple identical match was the
most frequent, affecting more distinctive marks than generic
ones (i.e., marks that use dictionary words or common names).
Identical matches are followed by various typo variants of the
trademarks. This ordering of the transformations echoes an
analysis of a sample of WIPO’s disputes, which shows that,
in 2019, more than 60% of disputed domain names combined
a trademark with a term, less than 30% were identical matches,
and fewer than 10% were typos [59].

D. Financial Costs

Using UDRP providers’ current schedule of fees, we esti-
mated that complainants spent approximately $12,365,343 on
7,188 disputes without legal representation, averaging $1,720
per dispute. For disputes where complainants were legally
represented, we added a flat legal fee of $3,000 (based
on the median price charged by six law firms [60]-[65])
to the mandatory filing fees. This calculation revealed that
legally-represented complainants spent about $381,001,629
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on 82,962 disputes, averaging $4,592 per dispute.> To put
these numbers into context, the American Intellectual Property
Law Association found that in 2023, a trademark opposition
case cost $168,000 on average [67]. More closely related are
the attorney fees incurred when parties seek recourse under
the Anticybersquatting Consumer Protection Act following
unfavorable UDRP decisions. A brief review of cases decided
by U.S. federal judges reveals that legal fees around $100,000
are common, with some cases far exceeding that amount. For
example, in 2016, a district court awarded a plaintiff $236,752
in attorneys’ fees’.

While UDRP certainly offers a cheaper alternative for
trademark owners, at the current median cost for registering a
domain, the $95,134,681 (24% of the total) spent on the 21,385
disputes involving identical trademark matches is more than
200 times the cost of preemptively registering those domain
names—roughly $447,689 in total. Even when including an-
nual renewal fees, trademark owners would have spent at least
an order of magnitude less if they had proactively registered
the identical matches of their trademarks. This finding suggests
that claimants, especially those with distinctive and fanciful
marks, should consider proactively registering some domains
to lower the cost of protecting their brands online while not
stifling opportunities for legitimate domain name uses.

Regrettably, many trademark holders have been caught
trying to weaponize the UDRP to ruthlessly disrupt legitimate
uses of domain names that they claimed infringed on trade-
marks, even when there was no abuse. In UDRP, such baseless
disputes are often sentenced with a reverse domain name
hijacking (RDNH) ruling that attests to the bad-faith of the
claimant. In the past, there have been 596 RDNH decisions,
of which 490 (82.21%) were related to identical matches. Our
analysis of case annotations [68] reveals that the most common

2These figures offer a conservative estimate given that a prominent brand
protection company estimated that, by the end of 2009, companies spent nearly
$200 million for disputes [66]. Extrapolating that amount to today’s dispute
volume (of over 3.29x) yields roughly $857 million.

3David Dent v. Lotto Sport Italia SpA, U.S. District Court, D. Ariz., 2021.

reason panelists deemed complainants abusive was because
they failed to provide evidence of bad-faith registration (351
cases). The second most common reason was that the com-
plainants acquired trademark rights long after the respondent
had registered the domain (290 cases). Panelists also ruled
that claimants submitted misleading or incomplete claims (210
cases), pursued disputes despite knowing the respondent had
legitimate rights (204 cases), or attempted to seize a domain
through a dispute after failing to buy it directly (169 cases).
These deceptive tactics highlight how some legitimate domain
owners are forced to defend themselves against overreaching
complainants. Even if only half of the victims of RDNH were
legally represented, those respondents would have each spent
on average $1,950 in legal fees [60], [63], yielding a minimum
sum of $581,100. Thus, for RDNH cases alone, the cost to
respondents for fighting the abuse could be almost a hundred
times more than what it costs for a regular domain registration.

We caution the reader that while the fact that the number
of RDNH verdicts is low might indicate that the policy is
rarely abused in this way, the reality is more complex [69].
First, there are no guidelines on when a reverse domain name
hijacking finding is appropriate, so panelists often shy away
from making such rulings [70]. Second, because the policy
does not allow a wrongfully accused registrant to recover
monetary damages, there is little incentive to go through the
time and effort of arguing for an RDNH judgment in their
response, or for requesting a panel ruling on it. Third, many
cases of such cyberbullying may never reach the dispute stage
at all, as registrants might simply be persuaded to transfer
domains after receiving cease-and-desist letters outside of the
official dispute process [71].

VI. AN EXAMINATION OF BEHAVIORS THAT CAN
UNDERMINE FAIRNESS AND EFFICIENCY

We examine how interactions between parties can enable
behaviors undermining the UDRP’s fairness and efficiency.
Across the dispute process, we identify seven such behaviors
(Fig. 1) that are enabled by gaps in the policy. Assessing the
prevalence of these behaviors is critical to guide future reform.

As presented in Table III, each analysis relied on a subset of
the entities extracted from the proceedings. To guarantee the
accuracy of our findings, we only used data related to providers
from whose proceedings we could extract the relevant details
with a median F-score higher than 75%, which we represent
in the table by a v symbol. For the 90,153 disputes studied
and presented longitudinally in Fig. 7, we report on our
findings affecting fairness in Section VI-A and those related to
efficiency in Section VI-B. Later on, in Section VII, we provide
recommendations on mitigating or suppressing the dispositions
that facilitate the occurrence of the discussed behaviors.

A. Behaviors Undermining Fairness

Two of the behaviors we studied could affect the policy’s
perception as a fair dispute mechanism. Those include the
practice of forum shopping, whose prevalence was until now
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TABLE III
RELEVANT ENTITIES USED FOR ASSESSING EACH BEHAVIOR WITH THE
MEDIAN F-SCORES PER PROVIDER. THE v/ SYMBOL MARKS THE
PROVIDERS THAT WE USED FOR EACH BEHAVIOR’S ANALYSIS.

B; Entities WIPO FORUM CAC ADNDRC CIIDRC
B e1,es,eoe11,e14  898% / 973%  J/ 78.6% 47.6% 40.0%
By ez, €3 e13 V941%  / 93.6% 66.7% 50.0%
B3 es,es v 93.0% / 95.0% 54.0% 25.0%
By e1,e9,e14 V94.1% /913%  1000% 88.9% 45.5%
Bs  es,es.e14 v 923% /947% / 1000% 88.9% 45.5%
Bs  e1,e6 €13 v 848% /973%  1000% 957%  80.0%
Br  e1,e6 €13 v 848% /973% / 1000%  V 957% / 80.0%
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Fig. 7. Distribution of disputes by provider. The dashed colored lines represent
the date ICANN accredited the corresponding provider. Best viewed in color.

anecdotal, and the panelists’ conflicts of interest, which have
often been alluded to but never been systematically studied.
1) Forum Shopping [B1]:

Highlight: Almost one-third of the disputes indicate
practices suggestive of forum shopping.

In UDRP, any entity may initiate an administrative pro-
ceeding by submitting a complaint in accordance with the
policy and the rules to any provider approved by ICANN.
Critics argue that this creates an incentive for providers to
favor complainants, as trademark holders may select providers
based on their perceived likelihood of winning. This practice,
known as forum shopping—where a complainant deliberately
chooses a provider to increase their chances of winning [12]—
raises concerns that systematic bias toward trademark holders
could undermine credibility and fairness.

We examined forum shopping by analyzing how much
past win rates might have influenced legal representatives’
choice of a provider for client disputes. Legal representatives,
rather than individual complainants, are the focus of our
study since they engage in disputes more frequently. For
example, Nameshield, the most active legal representative in
our data, has handled almost three times as many cases as the

most active complainant, Philip Morris S.A. (2,631 vs 930).
Given that these firms specialize in domain name disputes,
their success directly impacts their financial and professional
standing. As a result, legal representatives are the most relevant
group when studying forum shopping.

In our data, we found 10,357 legal representatives involved
in 79,385 (92.52%) disputes. After identifying uninterrupted
periods during which they consistently used a specific UDRP-
accredited provider, we grouped the legal representatives into
four groups, graphically represented in Fig. 8. There were:
1) loyalists who filed all their disputes with one provider; 2)
one-timers who filed all but one of their disputes with one
provider; 3) brand switchers who transitioned entirely from
one provider to another; and 4) opportunists who constantly
alternated between two or more providers for their disputes.

Because brand switchers and opportunists were the only
groups that had filed many disputes with multiple providers,
we restricted our search for evidence of forum shopping to
those two categories. While doing so, we conservatively de-
fined what constitutes evidence of forum shopping to account
for the fact that legal representatives might have diversi-
fied their panel selection for legitimate reasons, such as a
provider’s geographical proximity to the contending parties
or the provider’s processing speed.

For legal representatives labelled as brand switchers, we
consider them to have engaged in forum shopping if the
last dispute they filed before switching to a new provider
resulted in an unfavorable decision. Our data shows that
62 out of 218 brand switchers match that behavior. Those
companies represented complainants in 355 disputes related
to 643 domain names. For 44 (70.97%) of the companies,
the negative decision preceding their switch was the first
unfavorable ruling they received after filing between 1 and
26 disputes with their initial provider.

For companies in the opportunist category, we identified
forum shopping by examining the correlation between their
historical win rates with a provider and the likelihood of
selecting that provider for a dispute. To estimate this like-
lihood, we trained logistic regression models to understand
the decision-making processes of legal representatives. This
approach, commonly used by economists to study consumer
choices [72], is appropriate because it captures the assumption
that rational companies will invariably select the provider that
best fits their needs—whether that means winning the dispute
or receiving a faster decision. The same method was used
two decades ago to study [6] how individual complainants—
as opposed to legal representatives—chose which provider to
file their disputes with when UDRP was in its infancy.

To train our models in a practical setting, we used features
that encompass information available to complainants before
they file a dispute. Our features included the number of domain
names in dispute, the parties’ geographical locations, and the
number of panelists requested. Taking inspiration from the
econometric model [6, p37-48] used by Kesan and Gallo in
their assessment of performance as a factor in choosing a
provider in the early days of UDRP, we also included the
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Fig. 8. Dispute submission pattern of select legal representatives over a quarter, showing the main categories of behaviors. The plot shows that while some
representatives mainly stick with the same provider, others constantly switch between providers, often within a day.

company’s win rate with each provider in the past quarter,
and the natural logarithm of the average number of days it
took to settle the company’s disputes.

For that evaluation, we trained our models on the earliest
80% of an opportunist’s submissions and tested them on the
latest 20%. This assessment validated our approach, achieving
a median F1 score of 89.04% for 256 opportunists involved
in at least ten disputes. Using the models’ estimates for the
probabilities, we ran a Pearson correlation test between the
historical win rate of an opportunist with a provider and
the probability that they select that provider for a dispute.
At a 95% confidence interval, we found that for 169 of
291 opportunists, the likelihood that they selected a provider
positively correlated with their historical success rate with
that provider (7 = 0.35). Those companies represented com-
plainants in 26,622 disputes, a third of all the disputes in which
complainants were represented (see Table IV).

TABLE IV
NO. OF DISPUTES WITH LEGAL REPRESENTATION, SHOWING THAT A
THIRD OF THE DISPUTES INVOLVED FORUM SHOPPING.

Category Likely Others All
forum shoppers

Loyalists - 34,548 (43.52%) 34,548 (43.52%)

One-timers - 4,806 (6.05%) 4,806 (6.05%)

Brand switchers 355 (0.45%) 1,446 (1.82%) 1,801 (2.27%)

Opportunists 26,622 (33.53%) 11,608 (14.62%) 38,230 (48.16%)

All 26,977 (33.98%) 52,408 (66.02%) 79,385 (100.00%)

Those findings provide the first quantification of the scale
of forum shopping in disputes while confirming some of the
earlier results from Kesan and Gallo [6] who found that various
factors such as dispute duration and past win rate influenced
complainants’ selection of a provider. Our results indicate that
forum shopping may have affected 26,977 disputes—33.98%
of disputes involving legal representatives and 29.92% of all
disputes analyzed. To rule out any bias from early UDRP
events, we focused our analysis on disputes settled after
January 2020 (prior to the final Phase 1 Working Group
meeting on October 29, 2020). Even then, we found 161
potential forum shoppers involved in 10,378 out of 30,465
disputes, confirming that forum shopping remains a persistent
issue in the disputes’ proceedings.

2) Potential Conflicts of Interests [By]:

Highlight: Only four of the most active panelists
had acted as both panelists and counsels for a
given complainant, with an average of three years
between roles. Those results show little evidence
of panelist bias yet highlight the need for clearer
definitions of conflict-of-interest guidelines.

To preserve public confidence in UDRP decisions, the policy
requires that panelists disclose any circumstances that could
reasonably raise doubts about their impartiality or indepen-
dence before deciding a dispute. Despite those measures, some
critics have asserted that panelists, especially intellectual prop-
erty (IP) lawyers, were biased towards trademark holders [73].
To assess the presence of this bias, we manually searched
for the qualifications of the 20 most active panelists for each
provider, among whom we found 46 IP lawyers. Eighteen of
the identified IP lawyers were affiliated with firms that legally
represented complainants in 2,925 disputes, as explained in
Appendix A-B. In most cases, the complainants whose cases
a panelist decided were different from those represented by
the panelist’s law firm. However, in a few instances, those two
groups overlapped. We observed this in nine disputes filed by
eight complainants and decided by panelists whose law firm
later represented the same complainants in 39 disputes. On
average, it took three years between the last time a panelist
decided on a complainant’s dispute and the first dispute
in which their law firm represented the same complainant.
Meanwhile, the fastest switch happened slightly after a year
(384 days), and only two occurred within two years.

Taken together, those results indicate that panelists’ role
switches are rare and typically occur with significant time
gaps. However, because their mere occurrence can raise doubts
about impartiality, clarifying what disqualifies a panelist from
deciding a dispute would help preserve trust in the policy.

B. Behaviors Undermining Efficiency

While prior work has shown that many disputes last longer
than expected [9], there has been no empirical evaluation of the
stage at which delays occur during the disputes and why they
happen. In this section, we compared the observed timelines



of each stage of the disputes to the expected ones, highlighting
and explaining the observed delays. Our analysis also provides
the first assessment of the time it takes registrars to apply
transfer decisions after the dispute process has ended.

1) Delayed Confirmation by Registrars [Bs]:

Highlight: While most domain registrars responded
to providers’ requests for verification of respondent
details within the prescribed two-business-day time-
frame, several registrars took significantly longer—in
some cases, up to 12 additional business days.

The policy’s rules state that within two (2) business days of
receiving the provider’s verification request, the registrar shall
provide the registration data for each of the specified domain
names in the verification request. Obviously, if registrars un-
duly delay decisions by not answering the providers’ requests
in a timely manner, that practice would hurt efficiency and
prolong the period of malicious activity.

For registrars involved in disputes, we measured how of-
ten they responded to provider requests within the required
timeframe. Because providers and registrars are often lo-
cated in countries with misaligned workdays and holidays,
we considered responses received within three business days
acceptable. This follows the common practice of public institu-
tions granting individuals one additional day when a deadline
falls on a public holiday. Figure 9—restricted to registrars
handling at least 10 disputes for simplicity—shows that while
most registrars respond on time, a smaller group consistently
delays their responses. Over the study period, the median
delay was between one and twelve additional business days.
Similarly, for requests received from January 2020 onward,
927 responses (7.14%) were late by one to twelve business
days, aligning with the overall statistics.
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Fig. 9. Proportion of cases for which the registrars responded to the providers
within two business days. We show that most registrars often respond in time,
but others take longer than expected.

By assessing the Spearman-ranked correlation between the
number of weekly requests a registrar received and the number
of late confirmations, we observed a positive correlation for
24 registrars at the 99% confidence interval (¥ = 0.44). These
registrars handled 28,686 disputes (37.81%) related to 59,288
domain names. This finding suggests that the current systems
registrars use to respond to providers might be inadequate for
the volume of disputes they manage.

2) Delayed Appointment of Panelists [Bs]:

Highlight: Up to 88.53% of panels were appointed
late, with delays ranging between 1 and 48 days.

For one and three-member panels, appointments should be
made within 25 and 35 days, respectively. Appointments made
later risk eroding public trust and extending the period of
malicious activity on the disputed domain names.

By estimating the days elapsed between the commencement
date and the panel appointment date of WIPO and FORUM’s
proceedings, we found that both providers were often late. By
the set deadline, WIPO only completed 11.47% and 16.17%
of panel appointments of one and three panelists, respec-
tively. FORUM did significantly better, completing 51.48%
and 73.30% of panel appointments on time, respectively, for
one- and three-member panels. After discarding outliers using
the interquartile range method [74], we estimated that the
number of additional days used by WIPO ranged from 1 to
48, with a median of 7 and 15 days, respectively, for one
and three-member panels. On the other hand, FORUM used
between 1 and 30 additional days, averaging 3 and 7 days,
respectively, for one and three-member panels.

While those results might suggest that WIPO is slower than
FORUM, we found that both providers appointed panelists at a
similar pace. This suggests that WIPO’s delays are a result of
the number of disputes it handles; indeed, at a 99% confidence
interval, the number of disputes for which WIPO was late in
appointing panelists was strongly correlated (r = 0.99) with
the number of disputes commenced in that month.

3) Delayed Decisions by Panelists [Bs]:

Highlight: While most panelists rendered their decision
within the prescribed limits, some repeatedly submit-
ted decisions beyond the 14-day window, taking up to
31 additional days.

One of the touted strengths of the UDRP is its speed in
rendering decisions. Because delays by panelists can prolong
disputes and enable continued malicious activity, the policy
mandates that, unless exceptional circumstances apply, panels
must forward their decision to the provider within fourteen
days of their appointment.

We estimated how often each panelist submitted their de-
cision by the set deadline, considering decisions submitted
within 15 days acceptable for the same reasons described in
§VI-B1. To maintain clarity, we presented the results of that
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Fig. 10. Proportion of cases for which appointed panelists submitted their
decision within 14 calendar days. We show that most panelists submit their
decisions on time.

analysis for panelists who decided on at least ten disputes in
Fig. 10. The plot shows that most panelists submitted their
decisions on time, but a few others often made late sub-
missions. Excluding outliers discarded using the interquartile
range technique [74], the findings show that when panelists
were late, they took between 1 and 31 additional days to decide
on a case. The results are practically unchanged if we narrow
the observation window to a more recent timeframe (between
January and August 2024).

By running a Spearman-ranked correlation analysis, we
found at the 99% confidence interval that for 95 panelists
who decided on 30,045 cases (39.64%), the more panel
appointments they received in a given two-week period, the
more decisions they submitted late (7 = 0.34). This suggests
that the overload of panelists might justify some of the delays
they caused in the disputes.

4) Speed of Domain Names Transfers [ Bg — Br]:

Highlight: Registrars transferred successfully contested
domains in a median of 24 business days, and only
172 domains were transferred prematurely—before the
mandatory 10-business-day grace period. Conversely,
slow processing allowed 2,751 domains flagged as
malicious by VirusTotal to remain active for up to
4 months after a transfer decision was issued.

Registrars involved in a dispute must notify the provider of
when they will implement the decision within three business
days of receiving it. While the policy does not opine on
the maximum number of days registrars can take before
implementing a decision, it requires a pause of ten business
days to allow either party to contest the decision in court. This
guarantees a degree of fairness to the process, and the non-
observance of that prescription can erode public trust in the

policy. Additionally, the policy mandates that providers share
the implementation date publicly to promote transparency. By
failing to share that information, providers make it difficult to
assess the policy’s effectiveness fully.

Unfortunately, the dispute proceedings we analyzed did
not record the effective transfer dates for domains receiving
a transfer decision®. As a proxy for that information, we
identified early and late transfers (Bg and B7) by inspecting
the daily zone file data from the Centralized Zone Data
Service [75] for 29,724 disputed domains across 344 TLDs
from October 2020 to December 2024. Our analysis shows
that 99.45% of these domains do not change name servers
during the dispute process—a likely result of registrar-imposed
locks and/or a reluctance to alter evidence by the respondents.
We approximate the transfer date as the first day after the
decision’s publication when a domain’s name servers change
from those set when the dispute was filed. Although a name
server change does not always indicate a transfer, given that
the domains that received a transfer decision rarely changed
name servers during the dispute, we argue this heuristic is
reasonable. Additionally, we discarded transfer delta outliers
by using the interquartile range method [74], resulting in a
data set of 25,936 disputed domains across 12,979 disputes.
We find the mean (i), median (), and standard deviation (o)
transfer deltas in business days to be: y = 28.01, £ = 24 and
o = 15.17. As an extra and more conservative validation step,
we measured the transfer delta only for 10,514 domain names
(40.53%) that were transferred to name servers of online brand
protection service providers and found that the mean, median,
and standard deviation (u = 28.68, £ = 24, 0 = 14.86) are
very close to the complete set of studied domain names—
providing further evidence that our approximation is robust.

Given registrars must wait for 10 business days before
applying the transfers [21], we consider an early transfer
(Bg) as one that occurred sooner than that threshold. While
there are no rules governing how promptly a transfer should
be performed after the 10 business day grace period, we
consider a late transfer (B7) as a change in name servers
that deviates significantly from the median transfer delta of
popular registrars. Under that lens, we found 339 disputed
domains (1.14%) from 172 disputes with an early transfer
date, suggesting that registrars rarely act too quickly. Among
the disputes with an early transfer date, case D2023-4776
was the most prominent, involving 33 domains registered with
registrar “Domain Best Limited” and subsequently transferred
to MarkMonitor’s name servers only seven business days post-
decision. That registrar had no other cases of early transfer.

Figure 11 reports the median dispute transfer delta (by
registrar) after a decision was issued. We observe that for the
studied registrars, it takes a median of 24 business days for

“In response to our requests for data pertaining to the implementation date,
WIPO, FORUM, CAC, and CIIDRC all responded that they do not keep
track of when decisions are implemented because that falls beyond the scope
of their duties as providers. FORUM did mention that registrars provide the
implementation date in about 25% of the cases, but stated it does not store
that information. ADNDRC did not reply to our email.



70

Wix.com Ltd Median
° ---- 80th Percentile
60
.
.
°
501 o
.
s
w
% o ° Eranet International Limited
a0 ¢ R )
e ® o ° /
0 y
0 H ° )
.g 30 M ° o ® e ¢ Internet Domain Service BS Corp
> ] . [ Py e
e %o ¢ &
@ ‘:_5_'3_.%._0'_.:_.&.0 ALY TLIYY e o _GoDaddy.com, LLC
¥ I o 0ge [ e
200 8 8 egesesgs Juet’ e * e e
e ; Tt . ° o ': NameCheap, Tnc.
. . . ° o
.
10
0
10! 102 103
Disputes

Fig. 11. Median dispute domain transfer delta in business days per registrar
for registrars with more than one dispute. We show that registrars took a
median of 28 business days to transfer domains.

the name servers of a disputed domain to change after the
dispute. Large registrars with a high volume of cases, such as
NameCheap and GoDaddy, have a transfer delta lower than
the median, meaning that they enable faster transfers of the
domain names to the claimants. Interestingly, registrars with
mid to high numbers of registrations [76], such as Wix.com,
Eranet International, and Internet Domain Service BS Corp.,
feature slower median transfers compared to the rest of the
registrars, surpassing in many cases the 80" percentile. Slower
transfers, especially by popular registrars, could undermine the
perception of fairness because claimants may feel delayed in
controlling domain names they have rightfully won.

Worse yet, delays allow malicious activity to persist long
after decisions. Specifically, we found that out of 5,678
domains flagged as malicious by at least one VirusTotal engine
before receiving a transfer decision, registrars transferred just
2,966 within a median of 24 business days. They took up to 80
business days—four months—to transfer the rest. On average,
five VirusTotal engines flagged these domains, suggesting that
sluggish transfers could have prolonged their abusive use.
These findings underscore the need for stricter oversight of
registrars’ UDRP enforcement.

VII. DISCUSSION AND RECOMMENDATIONS

Trust involves some form of expectation about outcomes.
This is especially true in dispute resolution systems where
there is an expectation that those entrusted with specific roles
will perform competently and uphold shared standards. Be-
cause all parties in the ecosystem shape the overall reputation
of the arbitration, the processes that are followed must instill
confidence in the general public. In particular, given that
one of the core tenets of UDRP is procedural fairness, trust
hinges on the belief that the system works as expected, so any
undue delays or hiccups in decision-making could sour that
perception and chip away at the policy’s integrity.

Operational Changes: We recommend that ICANN
consider the merits of several policy changes that could
help mitigate loss of trust. Chief among them are
policies that help curb forum shopping (see §VI-Al).
While there is no easy fix, ICANN could revisit
the controversial proposal that registrars choose the
provider that handles disputes for their customers [38].

Irrespective of the merits of that proposal, any solution
thereof must accommodate cases where a single respondent
registers multiple domain names with different registrars—a
scenario that occurred in 1,549 (2.04%) disputes in our
data. Alternatively, disputes could be randomly assigned to
providers [6], or to maintain competition without favoring
larger providers, supplemental rules could be standardized, and
providers’ performance continuously evaluated using prede-
fined objective metrics. These metrics would generate a score
to assign new disputes to the most suitable provider.

The data also supports the suggestion that all disputes
should be handled by three-member panels [12]. Because
three-member disputes allow both parties to suggest three
panelists for consideration [22], this change might enhance
the perceived fairness of UDRP decisions while preserving the
policy’s incentives of being cheaper and faster than traditional
litigation. Indeed, at the 99% confidence interval, we found
that three-member panels took only one week longer than one-
member panels. That said, such a change could face significant
implementation challenges in practice as it imposes additional
burdens on some stakeholders.

In regard to efficiency (see §VI-B), our findings suggest
that the introduction of automation could make disputes
consistently faster. For instance, ICANN could develop a
secure interface between providers and registrars so that
providers can access the information they need to commence
the proceedings quickly, regardless of the number of domains
in dispute. Similarly, providers could automate their panel
assignment process while adjusting the size of their panelist
roster to meet the growing demands of the domain name
dispute market. The Financial Industry Regulatory Authority
(FINRA)—the largest securities dispute resolution forum in
the United States for adjudicating disputes between investors
and stockbrokers—performs such an automated panel assign-
ment using its “Neutral List Selection” tool [77]. In instances
where delays still occur despite automation, it is essential
to document the underlying reasons for the delays to guide
potential policy adjustments. All those changes should be sup-
plemented by better oversight. Specific to registrar compliance,
it is worth acknowledging that ICANN has terminated some
non-compliant registrars in the past (e.g., for not providing
accurate registrant information in a timely manner or for
not implementing panelists’ decisions) [78], but many other
functional registrars still consistently delay the proceedings.
Undoubtedly, long delays not only impact the efficiency of
disputes but cast doubts about predictability.



New Incentives: Given the observed delays, policies
should also be explored that better align incentives
with efficiency. For instance, intermediaries with low
delays could be financially rewarded (e.g., changes
or kickbacks relative to fee structures) or, similarly,
for registrars with disproportionally high delays, their
ICANN accreditation could be re-evaluated based on
failure to comply with longstanding policies.

The use of incentives in other parts of the DNS ecosystem
is not new. Probably the most well-known are the financial
incentives that a number of country-code TLD registries of-
fered to operators for implementing DNSSEC. Several rollouts
[79], [80] credited the incentives for their success, and in
the Netherlands, for example, nearly 60% of all .nl domains
are now DNSSEC-enabled. That said, any incentives must
be carefully designed to address systemic delays without
undermining the integrity of the policy.

To mitigate concerns about biases, ICANN should provide
clear guidance on what conditions disqualify a panelist from
deciding a case. Such conflict-of-interest policies are well-
established best practices for maintaining public trust. For
instance, after programmatically filtering for known conflicts
among its arbitrators, FINRA shares detailed information
about each arbitrator’s award history and known conflicts of
interest with all parties before assigning a neutral panel to
a case [77]. Likewise, UDRP providers can improve the per-
ceived neutrality of their panel assignments by maintaining and
sharing historical records about their panelists via mandatory
arbitrator disclosure reports, as done in FINRA disputes’.

Compliance: New compliance rules on enforcing deci-
sions should be put into effect. Providers, with the help
of registrars, should disclose the date when disputed
domain names receiving a transfer decision were actu-
ally transferred. Alternatively, regulatory bodies such
as [CANN or independent research groups can monitor
the date of effective transfer of domain names on an
ongoing basis to guarantee registrars’ compliance.

The disclosure of more detailed information would allow
for better insights into the inner workings of the policy and
allow the governing organizations to explore mechanisms
for incentivizing registrars to both respect the 10-day post-
decision hold for a transfer to come into effect, as well as to
promptly transfer the domain names after a reasonable period
of time. Overall, our analysis suggest that updating areas
where the policy falls short is critical to ensuring predictability
and consistency in its interpretation and outcomes—factors
that directly impact the public’s trust in the URDP as a whole.

SA sample disclosure report is available at https://www.finra.org/sites/
default/files/ArbMed/p122952.pdf. FINRA’s policies require members to reg-
ularly disclose circumstances that might preclude them from rendering an
objective and impartial determination in a proceeding.

VIII. LIMITATIONS

According to social scientists, trust in dispute processes like
UDREP is undermined when non-compliance occurs repeatedly
or when adjudicators render questionable decisions. In this
study of the endogenous threats to UDRP’s trustworthiness, we
only investigated the former cause, leaving the more nuanced
and complex examination of the consistency and fairness of
panelists’ interpretations of UDRP’s rules for future work.

To ensure a rigorous analysis, we limited our study to
proceedings published in English and extracted key informa-
tion using a custom named entity recognition (NER) model.
This decision introduces two primary limitations. First, by
focusing exclusively on English-language proceedings, our
study is not fully comprehensive, as it omits a small number
of disputes published in other languages by certain providers.
Second, due to the inconsistent formatting of UDRP pro-
ceedings, our NER model performed less reliably for cer-
tain entities—particularly those infrequently mentioned in the
documents. To mitigate the effects of potential annotation
errors, we validated and de-duplicated extracted information
using reference lists, proprietary APIs, and pattern-matching
techniques. While these measures significantly improve the
reliability of our dataset, we acknowledge that some errors
may persist. By drawing attention to the difficulties of applying
state-of-the-art language models to inconsistently formatted
UDRP proceedings, we hope that stakeholders take notice
and move towards a standardized format that facilitates robust
and scalable analyses. A recent expert-driven report authored
by practitioners and scholars with deep experience in UDRP
disputes made a similar recommendation [81]. To help fill the
void until such recommendations become a reality, we are
publicly releasing our annotated data and trained models. We
hope this encourages other researchers to refine our models
and design new multilingual extraction models that support
broader analysis of past and future UDRP disputes.

Regarding our analysis of forum shopping, we did not
consider whether providers’ marketing strategies could have
influenced the choices made by counsels. For instance, both
WIPO and FORUM maintain regular newsletters that dis-
cuss recent cases and high-level statistics of their UDRP
practices [82], [83]. Some providers have hosted seminars
targeted towards “trademark practitioners and potential filing
parties” [84]. Thus, the extent to which the confounding factor
of “forum selling” [85] relates to forum shopping remains a
direction for future work.

IX. CONCLUSION

The UDRP has long served as a fast, standardized mecha-
nism for addressing trademark abuse involving domain names.
Yet, even as the domain name system expands and new threats
emerge, the policy has remained largely unchanged.

Our empirical analysis reveals that this stagnation has
enabled behaviors (e.g., forum shopping and persistent pro-
cedural delays) that risk undermining the policy’s credibility
relative to its ability to fairly serve both trademark holders and


https://www.finra.org/sites/default/files/ArbMed/p122952.pdf
https://www.finra.org/sites/default/files/ArbMed/p122952.pdf

legitimate domain owners. Beyond offering actionable recom-
mendations for modernizing domain name dispute resolution,
our work also underscores the importance of expanding the se-
curity community’s focus. For instance, as abuse increasingly
occurs outside traditional channels—particularly on social me-
dia [34]—researchers can help guide policy by understanding
where current mechanisms fall short and evaluating alternative
mechanisms for enforcement and protection. Only by adapting
these systems to the realities of today’s Internet can we build
a more resilient digital infrastructure that upholds fairness,
transparency, and trust for all stakeholders in an ever-evolving
online landscape.

X. ETHICS CONSIDERATIONS

Because our study reveals concerning behaviors in domain
name disputes, we recognize the potential for unintended rep-
utational or financial impact. To mitigate this risk, we avoided
naming specific individuals or companies when describing
questionable behaviors, focusing instead on presenting robust
empirical evidence for the broader community. In select cases,
we redacted the names of the entities involved.
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TABLE V

F-SCORES OF THE ENTITIES EXTRACTED FROM THE UDRP PROCEEDINGS USING WIPO CASE D2009-0190 AS AN EXAMPLE.

Entity Type Excerpt from the Example WIPO FORUM CAC ADNDRC CIIDRC Overall
Filing date “The Complaint was filed ...on February 12, 2009” 94.12% 97.30%  100.00% 95.65% 80.00%  95.08%
Registrar “<tiffanyjewelry925.com> is registered with ...PublicDomainRegistry.com” 71.79% 93.05% - 65.12% 50.00%  82.91%
Registrar request date “On February 13, 2009, ...transmitted ...a request for registrar verification” 94.12% - - 87.50% 0.00%  89.86%
Registrar response date ~ “On February 19, 2009, ... transmitted ...its verification response” 95.83% 94.12% - 66.67% 50.00%  87.04%
Commencement date “...the proceedings commenced on February 19, 2009” 93.62% 94.44% - 63.64% 50.00%  86.24%
Panel appointment date ~ “The Center appointed ... the sole panelist ...on March 17, 2009” 92.31% 94.74% - 44.44% 0.00%  77.52%
Publication date “Dated: March 30, 2009” 84.75%  100.00%  100.00% 100.00%  100.00%  93.33%
Complainant “The Complainants are Tiffany (NJ) LLC ...” 75.00% 87.50% 80.00% 76.00% 9231%  80.23%
Complainant’s address “Tiffany (NJ) LLC of Parsippany, New Jersey, United States of America” 76.60% 100.00% - 45.45% 0.00%  66.67%
Complainant’s counsel “...(the “Complainants” or “Tiffany”), represented by Arnold & Porter LLP”  89.80%  100.00% 57.14% 44.44% 40.00%  80.00%
Respondent “The Respondent is La Tondra Moultrie, TiffanyJewelry925.com” 69.84% 82.05% 66.67% 86.96% 61.54%  76.65%
Respondent’s address “La Tondra Moultrie, TiffanyJewelry925.com of Turku, Finland.” 74.19% 94.12% 0.00% 47.62% 0.00%  73.33%
Respondent default “The Respondent did not submit any response” 81.08% 92.06% 85.71% 63.41% 66.67%  80.41%
Panelist “The Center appointed Nathalie Dreyfus as the sole panelist” 97.03% 76.36%  100.00% 88.89% 45.45%  83.80%
Trademark “Complainants have rights in the trademark TIFFANY” 77.16% 68.39% 64.71% 78.14% 71.43%  74.06%
Overall 82.03% 82.69 % 74.36 % 73.86 % 60.87%  79.44%

APPENDIX A
SUPPLEMENTAL INFORMATION

A. Data extraction

Table V provides the per-provider scores for the entities
used in our analyses.
B. Firms

The anonymized data for the top panelists whose law firms
also served as counsels for complainants is listed in Fig. 12.
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Fig. 12. Top 10 panelists whose law firms they work for also represented
complainants in UDRP disputes.

APPENDIX B
ARTIFACT APPENDIX

The shared artifacts include the raw and curated UDRP
data used in the study, the named entity recognition (NER)
model used for the experiments, and the source code used to
measure the prevalence of forum shopping and dispute delays
(B1 — Bs, Bs). Those resources support the core analyses

presented in the study, excluding data related to potential pan-
elists’ conflicts of interest, as sharing such information offers
limited value but could negatively affect some individuals or
businesses. Additionally, due to the Centralized Zone Data
Service (CZDS) terms prohibiting data-sharing, the current
artifacts do not include the resources used to measure how
fast registrars transferred domains to winning complainants
after the disputes. Nevertheless, interested parties with access
to CZDS data can use the shared curated dataset to replicate
those experiments independently.

A. Description & Requirements

1) How to access: Download the source code and sup-
porting data at https://doi.org/10.5281/zenodo.16954717, then
uncompress the downloaded file.

2) Hardware dependencies: These artifacts can be executed
on any commodity machine with at least 16 GB of RAM, but
processing will be faster on a GPU-powered machine.

3) Software dependencies: To run these artifacts, Python
version 3.7 or higher is required.

4) Benchmarks: None

B. Artifact Installation & Configuration

o Create a virtual environment in the project’s root directory
using venv, conda, or similar tools.

« Install the Python dependencies by running the command
below:

I |pip install -r requirements.txt

o Follow the instructions on spaCy’s website to obtain a
command to install the most appropriate package for your
device. In the setup wizard, select the options as follows:
— Configuration: Check both “virtual env”’ and “train

models”.
— Trained pipeline: Check English.
— Select pipeline for: Check “accuracy”.

« Before installing spaCy, change the relevant command
to force the download of version 3.7.6, which was used to


https://doi.org/10.5281/zenodo.16954717
https://docs.python.org/3/library/venv.html
https://docs.conda.io/projects/conda/en/latest/user-guide/getting-started.html#creating-environments
https://spacy.io/usage

train the model used in our analysis. Do this by inserting
“==3.7.6" before the closing quote of the command. For
example, the final command might look like this.

Y

Run all the cells in the Jupyter notebook located
at code/el.data-validation.ipynb to generate
general statistics about the collected proceedings, includ-

ing those shown in Table I. The notebook also provides
statistics on the annotated proceedings and includes a
visualization of a randomly selected annotated UDRP
case for reference.

1) Troubleshooting: 2) Using the command below, generate random data splits
to train and evaluate the NER model, overall and per-
provider. The number of proceedings per provider in the
training or testing data sets can be configured via the
supporting script’s command line options.

1 |pip install -U
— 'spacyl[transformers, lookups]==3.7.6"

« MacBook users might fail to install the Python depen-
dencies because of an error while compiling the package
tokenizers. To fix this issue, install and configure the
Rust compiler using the commands below.

1 |curl https://sh.rustup.rs -sSf | sh 1 |python3 code/el.sample-ner-datasets.py

2 | # add the binary to your path. For example — data/disputes-content.jsonl.gz

3 |echo '. "$HOME/.cargo/env"' >> — data/annotated-udrp-corpus.jsonl.gz data/
— .venv/bin/activate

.venv/bin/activate

set Rust flags to avoid errors
6 export RUSTFLAGS="-A

— invalid_reference_casting"

4 source

s | # [Execution]

1) Train and evaluate the model. Note that spaCy trains
new pipelines on the CPU by default. The optional flag

—gpu—1id must be set to train the model using a GPU.

o Users of Python 3.12 and above might fail to visualize
annotated documents with displacy because of an
1 spacy train data/ner-config.cfg —--paths.train
error related to a deprecated API. To solve that problem, C. data/train-ALL.spacy --paths.dev

affected users can follow the workaround discussed here. « data/test-ALL.spacy --output model
— [-—gpu-id 0]

C. Experiment Workflow

Each of the following experiments can be executed inde-
pendently.

D. Major Claims

¢ (C1): Using manually annotated UDRP proceedings, we
trained an NER model that extracts relevant information
from published UDRP proceedings with high accuracy. !
We demonstrate this with experiment E1, whose results

2) After the training is complete, evaluate the model’s per-
formance per provider to generate a table like Table V.
As before, set the ~gpu—id option to run the evaluations
on the GPU instead of the CPU.

spacy evaluate model/model-best
— data/test-WIPO.spacy —--output
< results/models-performance/WIPO. json

are presented in Tables II, III, and V.

(C2): Using our trained NER model, we extracted details
from 90,153 UDRP proceedings and deduplicated the
extracted values using reference lists, proprietary APIs,
and pattern matching as described in Section IV-B. We
demonstrate this with experiment E2.

(C3): As described in Section VI-Al, we grouped le-
gal representatives into various categories and inferred
whether they engaged in forum shopping from their filing

spacy evaluate model/model-best

— data/test-FORUM.spacy --output

< results/models-performance/FORUM. json
spacy evaluate model/model-best

— data/test-CAC.spacy --output

— results/models-performance/CAC. json
spacy evaluate model/model-best

— data/test-ADNDRC.spacy —-—-output

— results/models-performance/ADNDRC. json
spacy evaluate model/model-best

— data/test-CIIDRC.spacy —--output

— results/models-performance/CIIDRC. json

patterns. We demonstrate this with experiment E3.

e (C4): Using our curated data set, we found that providers,
registrars, and panelists often delayed UDRP proceedings
by many days. We demonstrate this with experiment E4
that reproduces Figures 9 and 10, and visually represents
the statistics discussed in Section VI-B2.

[Results]

1) Run all the cells in the Jupyter notebook located at
code/el.model-performance.ipynb to gener-
ate tables reporting the model’s F-scores for each entity.
Note that while the exact values may vary slightly due
to randomness inherent to model training and evaluation,
the results should closely match those presented in Ta-
bles II, III, and V.

Setup the newly trained model for inference by creating
and installing a dedicated Python package using the
commands below.

E. Evaluation

1) Experiment (EIl): [Model training and evaluation][15
human-minutes + 4.5 compute-hours on CPU / 40 compute-
minutes on GPU]: This experiment trains and evaluates a NER 2)
model using previously annotated proceedings.

[Preparation]


https://spacy.io/usage/visualizers#jupyter
https://github.com/jessevig/bertviz/issues/140#issuecomment-2926981166

1 spacy package model/model-best packages —--name
— udrp_extractor --version 0.0.1

2> | cd packages/en_udrp_extractor-0.0.1/dist/

3 |pip install en_udrp_extractor-0.0.1l.tar.gz

3) Next, follow the instructions in the Jupyter notebook
located at code/el.extract—-data.ipynb to an-
notate a random proceeding with the new model.

2) Experiment (E2): [Data extraction] [5 human-minutes +

4 compute-hours on CPU / 40 compute-hours on GPU]: This
experiment uses a subset of the disputes to demonstrate how
to extract meaningful information from UDRP proceedings.

[Preparation]

1) Create a package for the model used for our analyses and
install it using the commands below from the project’s
root directory:

1 spacy package resources/model-best/ packages/
— —-name udrp_extractor_baseline --version

— 0.0.1

2 | cd packages/en_udrp_extractor_baseline-0.0.1/

3 |pip install

— dist/en_udrp_extractor_baseline-0.0.1l.tar.g

[Execution] Run all the cells in the Jupyter notebook at
code/e2.extract-and-clean-details.ipynb.

[Results] The parsed proceedings will be saved to the file
data/Jan2023-Aug2024-parsed-proceedings. jsonl.gz
that can be easily loaded with the Pandas library. The last
execution cell shows a snippet of the parsed data.

3) Experiment (E3): [Assessment of forum shopping] [5
human-minutes + 30 compute-minutes]: This experiment im-
plements the methodology we used to identify which legal
representatives potentially engaged in forum shopping.

[Preparation] None

[Execution] Run all the cells in the Jupyter notebook located
at code/e3.analysis-forum-shopping.ipynb.

[Results] The last two execution cells show the median
Fl-score of the logistic regression models introduced in Sec-
tion VI-A1 and the proportion of disputes potentially affected
by forum shopping. The results should be similar to those
reported in the paper, though not necessarily identical.

4) Experiment (E4): [Measurement of procedural delays]
[2 human-minutes + 5 compute-minutes]: This experiment
measures the duration of each stage of UDRP disputes against
the expected timeframes.

[Preparation] None

[Execution] Open the notebook located at
code/ed.analysis-efficiency.ipynb and run
its cells sequentially.

[Results] The program generates three figures: the first two
should be similar to Figures 9 and 10, and the last one should
show the proportion of cases in which each provider appointed
panelists on time, as described in Section VI-B2.
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